
MOKSHITH Y NANDA
Tumkur, Karnataka, India

+91 93535 67620 | mokshithyoganada@gmail.com | LinkedIn | Prompt Folio | GitHub

Your Next SOC Analyst, Cybersecurity Trainee, IT Security Support, Security Operations
B.Tech Computer Science and Engineering (AI & ML) student with CompTIA Security+ and CSX Cybersecurity
Fundamentals (CSXF) certifications. Cyber Security Analyst intern at TechCiti Technologies Private Limited with hands-
on experience in SOC operations, SIEM monitoring, incident response, alert triage, log analysis, IOC identification,
network traffic analysis, Linux, and security documentation. Targeting SOC Analyst, Cybersecurity Trainee, Security
Operations, and IT Security Support roles.

SKILLS
Security Operations: Security Operations (SOC), Incident Response, Alert Triage, Threat Detection, SIEM Monitoring,
Log Analysis, IOC Identification, Vulnerability Assessment Concepts
Networking: TCP/IP, DNS, HTTP/S, VPN Fundamentals, Network Traffic Analysis
Frameworks: NIST Cybersecurity Framework, MITRE ATT&CK (Introductory)
Operating Systems: Linux (Ubuntu), Windows
Programming / Scripting: Python (Basic), Java (Basic)
Interests: Reading cybersecurity news and reviewing CVEs

EXPERIENCE
Cyber Security Analyst Intern
TechCiti Technologies Private Limited | Bengaluru, India (Remote)

Jan 2024 - Aug 2024

Reviewed SIEM alerts during daily SOC monitoring and checked event details before escalation.
Triaged incidents and anomalies, separating false positives from alerts that needed immediate attention.
Supported containment, eradication, and recovery tasks during incident response to limit disruption.
Analyzed logs and network traffic to identify suspicious patterns and indicators of compromise (IOCs).
Worked with IT and security teams to carry out remediation steps and update security controls.
Kept security documentation current, supported compliance-related workflows, and helped with security
awareness efforts.
Tracked emerging threats and vulnerabilities and compared them with known IOCs for SOC reference.

CERTIFICATIONS
CompTIA Security+ (SY0-401), CompTIA
CSX Cybersecurity Fundamentals Certificate (CSXF), ISACA
SC-100: Microsoft Cybersecurity Architect — Design Solutions (Self-Study)

PROJECTS
AI-IDS-ES — Intrusion Detection Front-End, Link

Current: Designed the front-end presentation for an intrusion detection system focused on network traffic analysis.
Planned: Python detection logic is not implemented yet; needs a real example.

Human-Detection — WiFi CSI Human Presence Detection, Link
Current: Documented the WiFi CSI-based approach for through-wall human detection.
Planned: ANN/CNN classification remains in early stages; needs a real implementation example.

IntelliHire-v3 — Recruitment Workflow for Resume Parsing and Screening, Link Present
Current: Documented the resume parsing, candidate analysis, and screening workflow for IntelliHire-v3.
Planned: Core recruitment logic and production implementation are not completed yet; needs an actual build
example.

EDUCATION
Bachelor of Technology (B.Tech), Computer Science & Engineering (AI & ML) | Global Academy of
Technology, Bengaluru, India Aug 2024 - Present
Diploma, Computer Science & Engineering | Government Polytechnic Tumkur, Tumkur, India Nov 2021 - Jul 2024

VIRTUAL EXPERIENCE
Cybersecurity Analyst Simulation | Mastercard — Forage | 2024
Reviewed simulated phishing threats and identified signs of social engineering attacks.
Wrote security awareness messages to help users recognize and report suspicious activity.
Reviewed SOC workflows for handling phishing incidents. Needs a real example of the work you completed in the
simulation.
Software Engineering Virtual Experience | J.P. Morgan — Forage | 2024
Completed secure system design tasks and used Python and Java scripts during the engineering exercises. Needs
a real example of the specific script or design work you completed.

ADDITIONAL INFORMATION
Tracking cybersecurity news, CVEs, and threat intelligence updates as part of ongoing self-development. Needs a
real example of how you use those updates.
Interested in entry-level roles: SOC Analyst (L1), Cybersecurity Trainee, IT Security Support, or Security Operations
roles.
Open to full-time opportunities across India.
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